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Introduction

Two days after the 2024 elections were held in Indonesia, series of
questions emerged from Indonesian netizens regarding the obscure result of
live recapitulation information system (Sirekap) platform from the national
General Election Commission's (KPU). The questions arosed massively due to
the discrepancies between the numbers from the image of election result
forms and what was displayed in the system. Eventually, it was known that
these differences are caused by the ineffectiveness of the Artificial
Intelligence (Al)-based Optical Character Recognition (OCR) and Optical Mark
Reader (OMR) systems that capture and transform the forms to the system.
Long before this, there were also cases of copyright and IP controversy where
animated posters, created by Al, for a presidential campaign run up were
being massively advertised. Despite the controversies in both events, this
phenomenon indicates a new phase In elections—a phase where Al becomes

a significant aspect in the democratic process.

The year 2024 marks a significant time in history for global

leadership succession. At least 64 countries, encom-
passing 49% of the world's population, will face
political competition at the national level that
reconfigure power in various places; at the
same time, the world faces a new wave of Al
utilisation. In this period, Al are being used and
exploited in many realms, includin in the case
of elections. Recent studies on artificial intel-
ligence have illustrated how artificial intelligence
can be used to influence voter preferences and

even predict existing electoral contests.
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As a country with the fourth largest democracy

in the world, the case of Al in Indonesian elections

Is a fascinating examination. Indonesia is the home

of 274 million people with a relatively high internet
penetration rate. According to World Bank Data
. In 2022, 66% of Indonesians are connected to the

the internet. Sadly, internet accessibility is only con-

centrated in few highly-developed and industrial

. . . areas. In 2022 alone, more than 12,500 villages and 104,000

schools in rural areas still did not have internet access. This
digital divide presents unique challenges for Indonesia in navigating Al,
especially in the case of elections where Al is used and often exploited for
electoral purposes. Sadly, as a recent phenomenon, there is a limited body of
work that systematically highlights how Al is used and exploited in Indonesian
elections and its electoral-techno governance landscape. Thus, this paper
aims to explore and discuss two important aspects of Al-election governance
using the case of Indonesia. First, it tries to examine the patterns of Al usage in
Indonesian elections, focusing on the multiple cases of Al usage in the 2024
general elections. Second, it seeks to explore the electoral governance related
to Al best-practice aspect; it will discuss
aspects such as transparency and acco-
untability and the extent to which the

current governance accommodates the

aspect. This paper will conclude with re-

commendations and conclusions “
on how we can prepare Al-friendly “

electoral governance for future
"il’l
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The Use of Artificial

Intelligence in Elections

Recently, many have agreed that the

use of artificial intelligence to support every-
day life is essentially inevitable. The image given

above Is a testament that Al can indeed be used
to create visual products, particularly for electoral
purposes. A simple prompt with an artificial intelligence
chat bot like Chat-GPT DALL-E produces a simple cartoon
Illustration that can be used for electoral purposes. When talking about Al, there are
two main categories of Al that can be used and massively seen in the context of

elections.

To start, there is the recent use of generative Al. This
Al category, like its name, has the ability to produce
content, be it text, images, music, or even videos. The
process Iis achieved through the Ilearning and
amalgamation of stored big data. Based on algorithms,
generative Al can understand the patterns, styles, or
structures of the given data and use them as a basis to

generate new work without direct human intervention.
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In the case of the Indonesian elections, the use of
generatively orientated Al appears in various forms. In the
Indonesian general election 2024, there was a case where
the incumbent contestant team used Al to create visual
and audiovisual campaign products. Former presidential
candidate Prabowo Subianto created a cartoonized ver-
sion of himself with the help of his team as a visual rebrand.
Prabowo, previously known as a candidate based on his
military presence, has rebranded himself as a candidate
expressing cuteness in the form of a small teenager and
cartoonized version of himself. There were several accu-
sations that his visual product redesign was created
using the Midjourney software, a recent design ge-
nerative Al software. Not stopping in Prabowo, other

contestants were also seen utilising cartoon-style

visual products designed by Al.

Whats more, there were some political campaign videos that used Al to create a
three-dimensional character audiovisual campaign. An audiovisual campaign
associated with the Golkar Party featured the late Former President of Indonesia,
Soeharto, speaking to the public to choose the Golkar Party. Soeharto, who died In

2008, was recreated using artificial intelligence to present his speech to the public.

Similar cases also occurred in Pakistan, where former prime minister

Imran Khan, who was imprisoned, was recreated using Al video engi-
neering to talk about his party's victory in the Pakistan elections.
These cases showed that generative Al products have been used
and sometimes exploited for electoral purposes in the 2024

Indonesian elections.
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Second, there is the less buzzword use of predictive Al. While gene-
rative Al can create products from text to audiovisuals, predictive Al
helps more with assisting data analysis in decision-making. In the
2024 Indonesian elections, predictive Al changed not only how
campaigns were conducted, but also how political strategies and
decisions were made. A concrete example of this predictive Al use

Is the Pemilu.ai platform. This recent platform uses massive data

from sources such as the Central Statistics Agency (BPS), the Ministry
of Home Affairs, and social media trends to help political legislative
candidates craft more localized and relevant campaigns to the

needs and preferences of voters in their specific areas.

Additionally, several consultants and political service providers have also been
seen to implement similar predictive systems to help politicians analyze public
sentiment, map political issues, and even trends on social media and digital
platforms. Often, these political consultants use natural language processing (NLP)
technology to identify and analyze online discussions related to specific candidates
and ultimately provide insights into the digital campaigns they conduct. In addition,
the use of predictive Al also enable s simulations of election scenarios by combining
predictive models with demographic and voter behavior data. A study
. - -. conducted by Awais, Hasan, and Ahmed has developed a

quantitative model that utilizes big data to

- predict the outcomes of electoral contests in
. Pakistan, hypothetically similar models may
also have been developed and deployed in

‘ Indonesian elections.
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Electoral Governance and
Artificial Intelligence in Indonesia

In the realm of Al governance, there are several important aspects and framework
that need to be understood. First, there are models of regulation in Al governance.
Essentially, there are two dominant models: the principle-based model and the rule-
based model. These two models differ in the way that the principle-based regulation
model focuses on ensuring outcomes rather than process, while the rule-based model is
more concerned about ensuring process rather than outcomes. To achieve such an
optimal result, policy makers often combine and mix these two principles in designing

Al regulation.

In addition to the model, Al regulation should also be viewed from its approach. At
least, there are two major approaches to regulating Al. First, there is the horizontal
regulatory approach. This approach aims to achieve broad based Al regulation, and thus
its approach is suitable to build common framework regarding Al usage in society.
Second, there is the vertical regulatory approach. This regulatory approach targets
specific Al systems and algorithms and is beneficial to use in regulating a spesific

scenario, such as election.

Further, there are also several important principles to consider when regulating Al.
Studies conducted by the Center for Digital Society titled Towards Al Governance in
Indonesia have shown that principles such as transparency, sustainability, and
accountability must be considered in creating regulations about Al. These principles can

serve as guidelines for Al regulation development, whether in shaping regulation in a

general context or in the case of elections.
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Al Governance for Elections in Indonesia

Before discussing regulation, this paper will first examine the actors who
presumably have the authority to regulate Al in elections. At least three institutions
currently have the authority to regulate Al in the context of Indonesia’s general
elections. To start, there is the Ministry of Communication and Informatics
(Kemenkominfo). One of the ministries functions is to organize and regulate the
governance of informatics applications. Within the Al context, Kemenkominfo remains
the major regulator of Al since Al falls within the domain of informatics applications in
Indonesia. Beyond Kemenkominfo, there is the General Election Commission (KPU). In
this case, KPU has the function to regulate election process which, in the context of Al,
It does have the right to issue guidelines on the use of Al in campaigns. Lastly, there is
the Election Supervisory Body (Bawaslu). Bawaslu acts as a supervisory institution that
maintains the integrity of election and oversaw election violations. Since Bawaslu is a
supervisory institution, it requires a clear guideline from the KPU. Within the context
of Al governance, if KPU has issued rules regarding the use of Al in elections, Bawaslu

can provide recommendations if there are misuses of Al that occur during the election

process.

Based on the different functions of these actors,
this section will map out existing regulations that can
be used as a light in seeing how Al is currently

regulated in the 2024 elections.

Shortly, there is no major regulation published by
the Ministry of Communication and Informatics, as of
February 2024, that specifically regulates Al. However,
this does not mean that Indonesia has no legal law to

regulate artificial intelligence.
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Commentaries from the Center for Digital Society have mapped out several Al
regulatory frameworks in Indonesia that could be used to address Al utilization. By far,
Al can be generally regulated using the Information and Electronic Transactions Act
and its newer version (Law Number 19 of 2016) and its implementing regulations
(Government Regulation Number 71 of 2019), where Al is seen as a legitimate legal
object. To add, Indonesia’s law of personal data protection (Law Number 27 Year 2022)
can also be used to ensure that personal data usage in Al is done ethically. Whats
more, there ministerial decree from The Ministry of Communication and Informatics
have yet regulate the use of Al. Ministerial Regulation Number 3 of 2021, at least,
regulates the licensing aspect for businesses wishing to use Al. Essentially, although
some of the above regulations can govern Al indirectly, the regulation is still partial
and sporadic. From the KPU's point of view, there is still a regulatory gap in the use of
Al in elections. The General Elections Law (Law No. 7 of 2017), which explains the
implementation procedures and campaign rules of elections, does not specifically
mention clause regarding the use of Al technology in electoral processes. In addition,
the Election Commission Regulations that explain the election mechanisms in a more
detail (KPU Regulation No. 33 of 2018) only mention the use of social media in
elections and campaign tools and do not directly target the use of Al in elections.
Lastly, from the overseeing election committee, it is known that Bawaslu has not yet
been given autonomy in supervising Al activities in elections. This is due to the nature
of Bawaslu, which operates within the scope already defined by KPU. If the KPU does
not regulate Al and does not issue guidelines on Al use and abuse, Bawaslu will have

difficulty preparing reports and recommending

action. Although, hypothetically, Bawaslu's
task and respomsibility listed in the
General Elections Law (Law No.7 of 2017),
If interpreted broadly, can be used as a
legal standing for Bawaslu to supervise

campaigns that use Al.
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Gaps in Al Governance in the

2024 Elections and Recommendations

After reviewing the regulations mentioned above, this paper identifies several

gaps in Al governance that still exist in the 2024 Indonesian general elections.

provide clear and specific frameworks for the use of Al in elections. This

Currently, the rules governing the use of Al in general elections do not

creates uncertainty and impedes the effective enforcement of Al abuses.
The current regulatory framework is very normative and often does not
specifically address the use of Al in elections. This requires efforts from
the Government, the People's Legislative Assembly and the Election
Organising Body (KPU and Bawaslu) to establish more direct and Al-
focused regulations and frameworks for the administration of Al In

elections.

assign certain mechanisms for content that is a product of generative Al

In the context of election, there is a pressing need to identify and

as well as ensuring content responsibility production. This preventive step
avoid total manipulations using Al, such as the use of deep fakes, to
disseminate information. Moreover, more specific Al regulations regarding
Al-targeted campaign ads and the use of personal data for Al in the
context of elections are urgently need ed to create political accountability

of using Al in harvesting personal data in an election.
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tion and coordination between institutions that regulate Al in the

In the 2024 election, Al governance seems to be lacking collabora-

context of election. It appears that Kemenkominfo and KPU still
working as a silo organisation in regulating Al in election where
Kemenkominfo only regulates Al while KPU narrowly regulates
elections. Moving forward, collaboration and coordination between
Kemenkominfo, KPU, and Bawaslu are importantly needed to develop
a more comprehensive and sectoral Al governance guidelines for

elections.

The utilization of Artificial Intelligence (Al) in the Indonesian electoral process

during the 2024 elections has marked a pivotal shift towards technological integration
In democratic practices. This period has showcased the dual-edged nature of Al,
demonstrating both its innovative potential in enhancing electoral engagement and
the multifaceted challenges it introduces, especially In terms of transparency,

accuracy, and equity.

The case of Indonesia 2024 general elections serve as a tool to understand the
broader challenges faced by democratic countries globally as democracies grapple
with the integration of emerging technologies such as Al. The paper delineates the
lack of a comprehensive regulatory framework specifically addressing the application
of Al in elections. This deficiency hinders the establishment of clear standards and
protocols for the deployment of Al technologies, leaving significant room for misuse,
misinterpretation, and manipulation. The current state of Al governance in Indonesia,

characterized by fragmented regulations and limited inter-agency coordination,

Impedes the creation of a cohesive and transparent regulatory environment.
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In light of these observations, this analysis advocates for a multi-stakeholder
approach to Al governance in elections. This involves the development of clear, Al-
specific legal frameworks that prioritize transparency, accountability, and ethical use.
Such frameworks should not only address the technical and ethical dimensions of Al
but also consider the socio-political context of Indonesia, ensuring that Al
applications are inclusive, equitable, and aligned with democratic values.Moreover,
enhancing collaboration among governing bodies, such as Kemenkominfo, KPU, and
Bawaslu, is essential in bridging the current regulatory gaps. Joint efforts should focus
on establishing comprehensive guidelines and standards for Al use in electoral
processes, ensuring that all stakeholders, including political parties, candidates, and

the electorate, are adequately informed and protected.

In conclusion, while Al presents significant opportunities for enhancing
democratic processes, its application in elections necessitates careful consideration
and comprehensive governance. The experiences from the 2024 Indonesian elections
underscore the need for a balanced approach that harnesses the benefits of Al while
mitigating its risks and ensuring that the democratic process remains transparent,
fair, and inclusive. As Indonesia, along with the rest of the world, navigates this new
technological frontier, it is imperative to develop and implement robust frameworks
that will safeguard the integrity of the electoral process and the democratic principles

it upholds.
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